Social Media Policy and Guidelines

1.
Introduction

1.1 Social media is an increasingly popular internet tool in modern society. Social media includes, but is not limited to, personal blogs, Facebook, YouTube, Twitter, internet chat/discussion forums, Flickr. Such forms of communication are fast and useful but of such a nature that the distinction between public and private conversations, and professional and personal identity can be blurred. In common with many organisations, it is appropriate that the NCIs provide rules and guidance for staff interaction in such media, even when it takes place outside of work.  It should be made clear at the outset that this policy is not about restricting use of such tools or passing judgement about staff’s activities, save to the extent that these may harm the reputation of the employer.
1.2 Many of the concerns which arise from social media are already dealt with in various NCI policies. These include:

· General rules on dealing with the media as per the employment contract as stated in the Employee Handbook (mainly with reference to reputation management)

· Similarly with regard to confidentiality

· Disciplinary procedure

· IT Policy

· Data protection guidelines

1.3 Legally, the relevant laws include, but are not limited to:

· Defamation law, which covers libel (being defamation in a permanent form) and slander (being defamation in a transitory form i.e. usually oral).  

· The Data protection Act
1.4 Although these policies and laws cover many of the general points which are of concern with regard to potential inappropriate use of social media by staff (whether in a professional or personal capacity), this policy and guidance has been drawn up to clarify their application.

2.
Statement of Policy

All staff are subject to the pre-existing rules and policies relating to confidentiality, maintenance of the good reputation of the NCIs and Church, and contact with the media. These rules also pertain to the use of social media including, but not limited to, Facebook, YouTube, Twitter, personal blogs and internet discussion forums. Staff should note that technology is such that the confidentiality and privacy settings of such forums can be manipulated and information, once public, will exist somewhere, so careful consideration should be taken on whether to comment via social media on matters relating to one’s employment, the NCIs or the Church. Inappropriate comments, whether damaging to the reputation of the NCIs or the Church, or breaches of confidentiality, may constitute a disciplinary matter or be subject to legal action by the NCIs, even when they take place outside of the office.  

3.
Aim/objectives 

The aim of this policy is to clarify and make more explicit the NCI rules and policies relevant to the use of social media both within the office and in what might previously have been considered the private domain. 

4.
Principles of policy
· Maintaining confidentiality of NCI business is a core responsibility of all staff.

· Besmirching the reputation of the NCIs or the Church is inappropriate staff behaviour

· The internet is a useful and immediate form of mass communication that can be used and abused.

· The distinction between the professional and the personal, and between the public and the private, is increasingly hard to maintain in the evolving world of social media. 

· Although most forms of social media are unavailable to the majority of staff whilst on the NCIs’ network, staff need to be aware of how their behaviour on social media outside the office may still impact on the reputation of the NCIs or the Church, and as such it is appropriate the NCIs have guidance and rules on such behaviour

· Neither anonymity nor ignorance is a defence against inappropriate comments made on social media. 

5.
Guidance on the work implications of using social media

5.1
The core requirements in relation to social media are outlined in the policy above. However, this section of guidance expands on the application of these general policy points and also gives general guidance to staff on appropriate use of social media, both for the benefit of the reputation of the NCIs and the Church, as well as for personal protection. 

Professional-private distinction
5.2
The distinction between professional and private life is increasingly blurred, particularly in the use of social media. There is also a blur between what is public and what is private which may be problematic when members of staff are also ordained or lay leaders in their own Church, or simply speaking as a practicing Christian. When using social media in one’s private capacity there may still be an obligation to restrict one’s behaviour owing to the perception others may have as to the authority and background from which one is speaking.
5.3
Alternatively, as an employee of the NCIs incorrect assumptions might be made by others about an individual’s beliefs or the authority with which they speak. The particular job the individual holds will impact on how any comments made on social media might be perceived. For example, a manager in accounts commenting in what he assumes is a private capacity under his forum pen-name on the Virgin Mary on a discussion forum might be acceptable, but if the Secretary of the Liturgical Commission were to do likewise (even if his personal identity were not directly identified, as it might be revealed or worked out) it would not be acceptable. In this example it would not be appropriate for him to comment, even if he were to note he was writing in a personal capacity, as it would risk his reputation of professional neutrality and his ability to advise the Commission. 

5.4
Thus each person’s individual situation requires careful judgement. Individuals will also vary in the degree to which they perceive information to be private or personal. If in doubt, it is better to abstain from making comment and, if appropriate, seek advice from a senior colleague or member of HR. 

Use of social media at work

5.5
In practice, most forms of social media are unavailable to most staff via the NCIs’ network. Staff in certain specific departments or in specific posts may have access to some forms of social media to enable them to perform their duties. However, the rules and guidance in this policy apply to all staff both in their professional use of social media and in their personal use. 

Legal issues

5.6
Staff need to pay regard not just to NCI policy on such matters but also be aware of the relevant laws, which include, but are not limited to:

· Defamation law (described above)

· Data Protection Act
5.7
It should be noted that anonymity may not be a protection – the High Court recently served a court order on an anonymous Twitter user to reveal their identity, and similarly The Times was able to force a blogger using an alias to reveal their true identity.

5.8
The permanence of social media should not be underestimated, for example the huge rise in sites such as Failbook, Lamebook etc. Information on the web is deemed to be a published entity and so is open, for example, to libel action, for as long as it is accessible on the web and up to 12 months after it has been taken offline. Information can also be easily stored and retrieved from the web. Only forms of communication like MSN Messenger (equivalent to the in-house Communicator) are not permanent – but even this cannot be guaranteed as this does not prevent others from saving the material, equivalent to clandestine taping of telephone conversations, so staff should remain vigilant and circumspect in their use of such modes of communication. 

Anonymity

5.9
As stated above, anonymity is not necessarily protected by the law and NCI policy on social media similarly does not recognise the cloak of anonymity as a valid defence against activity that might invoke disciplinary action. Anonymity does not guarantee that one’s identity will remain hidden or not be recognisable to others. References to one’s life, location, contacts can lead to recognition. To deliberately use an alias to disguise, hide or confuse an identity is unwise. If one is commenting or writing in one’s professional capacity, this should be made unambiguous from the start. 

Confidentiality

5.10
Staff will already be aware of the need for confidentiality with regard to their work. Often documents and communications will be marked as confidential or restricted, but even where this demarcation is lacking, it is wise to maintain confidentiality, unless a document is evidently already public. The guidance on the Data Protection Act would apply here too. Likewise, conversations, discussions, and the content of meetings should be treated with appropriate respect for the confidentiality of all those involved. For example, tweeting during work meetings is inappropriate behaviour, and if on the content of the meeting would be a disciplinary offence. If in doubt as to the confidentiality of any information, always seek advice from a senior colleague or member of HR before divulging it on social media. 

5.11
Staff are also advised to protect their personal information. Personal details like home address and telephone numbers are best only disclosed in private messages to people you know and trust. Note that information like addresses and locations can be revealed in photographs or GPS co-ordinates. Likewise bank details should be only be used on secure websites (having a good security system on your computer should guide you on this) and it is inadvisable to widely publicise information such as when you are on holiday (unless you are also recommending a brand of burglar alarm or praising your house-sitter). 

Whistle-blowing

5.12
Whistle-blowing should not be an excuse to break confidentiality or risk the reputation of the NCIs in the social arena. It should not be necessary for members of staff to use any form of media to blow the whistle on any potential matter of concern that arises within the NCIs. The whistle-blowing procedure exists to address such situations and outlines a variety of avenues an individual can pursue if they wish to blow the whistle, which should cover all circumstances, wherever the issue of concern arises. If needs be in certain extreme circumstances an outside ombudsman, regulatory body or the police may need to be involved but it should not be necessary to alert the media. It is only fair on those involved (who may be innocent) that the NCIs should be given the opportunity to investigate properly any complaint or allegation of serious wrongdoing. Malicious whistle-blowing is covered in the policy and would be a disciplinary offence, but even genuine whistle-blowing to the media on a particularly minor matter that could be dealt with internally by management or the Audit Committee might constitute a breach of confidentiality, affecting the NCIs’ reputation and so be a disciplinary matter. 

Discipline

5.13
As indicated above, this policy affirms that the publication by a member of staff, either accidentally or deliberately, on a social media forum of material which is confidential (or which brings the reputation of the NCIs or the Church into disrepute) or is illegal, defamatory, or is offensive or otherwise damaging to the NCIs or the Church may be considered to constitute a disciplinary offence. The normal requirements of the disciplinary procedure will apply. 
6.
Other general guidance on the use of social media

Humour and emotion
6.1
Staff are advised to exercise caution with regard to humour when using social media. Despite the increasing use of emoticons/smilies, the lack of verbal or physical cues available in face-to-face contact, means the use of humour may be misinterpreted or jokes not recognised. Humour can also be used to dismiss or pass off comments that are actually offensive or bullying and may constitute harassment. 

6.2
Likewise, it is easy to become embroiled in passionate debate in discussions, reflecting the transitory nature and immediacy of the media, and yet such comments remain published and can be retrieved later. 

Pastoral Care
6.3
Comments made by staff online may reveal issues relating to occupational health. Unhappiness, sadness or frustration may be shown.  Great care needs to be taken when sharing such information.
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Appendix - Examples of reasonable versus inappropriate uses of social media

NB. The majority of these examples relate to when an individual uses social media in what they consider to be a personal capacity, but the inappropriate variant shows how the lack of a clear private/public divide may render such activity as inappropriate or even a disciplinary offence if undertaken by an NCI employee. 

Reasonable: Advertising for a companion through ‘personal ads’ type website.

Inappropriate: Doing so using lurid or graphic information.

Risk: Content which many may consider inappropriate, should it become attributable to you notwithstanding your attempted anonymity through pseudonym etc, could be deemed especially inappropriate in view of your position in the Church thus reflecting badly on you and your employer. 

Reasonable: Saying you’ve had a bad day at work on your Facebook update.

Inappropriate: Detailing the breakdown in your relationship with a colleague and/or casting aspersions over their professional motives or ability.

Risk: Although unspecific comments about working life may be harmless, they can easily escalate into personal attack, defamation of an individual or malign the NCIs’ reputation. 

Reasonable: If you party wildly at the weekends this is not your employer’s business unless and until it impacts on your work whereupon it would be dealt with as a performance issue unconnected to this policy.

Inappropriate: If, on the other hand, you give an internet audience details of the range of substances you had consumed, you may struggle to escape certain negative perceptions, even if your work was not suffering. 

Risk: Some activities may create perceptions about the ability of those performing them to carry out their work.  Deliberately or inadvertently making such activities public increases the risk of harming the good name of the employer.

Reasonable: Writing a blog on your hobby of cross-stitch/rugby/genealogy.

Inappropriate: Writing a blog as a national Church ‘insider’ unless specifically sanctioned.

Risks: Any blog risks spilling over into other areas of one’s life, and so appropriate confidentiality must be maintained. 

Reasonable: Tweeting about how your train was delayed/it’s raining/your football team lost… again.

Inappropriate: Tweeting your personal views of what the bishop chairing the meeting has just said.

Risks: The immediacy of using Twitter does not assist in the exercise of caution.

Reasonable: The Director of Mission and Public Affairs, stating who he is, clarifying the Church of England’s stance on stem cell research on a web discussion forum.

Inappropriate: The Director of HR, using her normal online pseudonym, to give her personal views on the new Equality Act on a newspaper online comments page.

Risks: The distinction between one’s personal views and the official views of the NCIs or Church of England can be blurred, particularly if one’s job is closely aligned to the topic under discussion. 

